Abstract-The tradeoff between spoofing and jamming a cognitive radio network by an intelligent adversary is analyzed in this paper. Due to the vulnerabilities of spectrum sensing noted in recent studies, a cognitive radio can be attacked during the sensing interval by an adversary who puts spoofing signals in unused bands. Further, once secondary users access unused bands, the adversary can use traditional jamming to interfere with them during transmission. For an energy-constrained intelligent adversary, a two step procedure is formulated to distribute the energy between spoofing and jamming, such that the average sum throughput of the secondary users is minimized. That is, we optimally spoof in the sensing duration and then optimally jam in the transmission slot. In a cluster-based cognitive radio network, when the number of spectral vacancies required by secondary users increases, the optimal attack for the intelligent adversary will shift from jamming only, to a combination of spoofing and jamming, to spoofing only.
manners, the degradation of the performance of a cognitive radio network: spoofing reduces the effective available bandwidth for information transmission, while jamming increases the symbol error rate of secondary users.
In this paper, we analyze the performance of a tactical, spread spectrum, cognitive radio system operating in the presence of an intelligent adversary whose objective is to minimize the throughput of the CR system. We assume that the adversary knows the basic characteristics of the system he is attacking, such as the waveform being used, the type of spreading, the receiver design, and the bandwidth of the waveform, but does not know the specifics, such as the received power levels and the spreading sequences [6] . Also, note that we are not assuming that either the spoofing or the jamming powers at the cognitive radios are known by the adversary. We are also not assuming that the adversary knows which method the cognitive radio user uses for sensing, or the number of spectral vacancies required by secondary users. The model and methodology used in this paper for performance analysis are consistent with the assumptions made over many decades regarding research on the intelligent jamming of spread spectrum communications systems [8] . The key difference in this paper is that we consider both spoofing and jamming the system, as will be discussed below.
The functional operation of the system is as follows: The physical layer is based around multicarrier, direct sequence code division multiple access (MC DS CDMA). All users, both primary and secondary, are nominally assigned a single subcarrier, but, depending on the intensity of the jamming that the primary users experience, the primary users have the option of requesting additional subcarriers. Because this system is designed for tactical use, the ground rules that we impose on it are different from those imposed on a civilian CR system. Specifically, a user is not primary because he pays a higher fee for his mobile service than does a secondary user. Rather, primary versus secondary status is due to normal military hierarchical ranks (e.g., a general would certainly be a primary user). Thus, in the context of how many subcarriers a primary might choose to use, the tradeoff that, say, the general would have to make is how much protection should be given to the (presumably fewer) primary user messages compared to how much additional throughput is needed from the secondary users, a decision that will vary with battlefield conditions. Thus, the number of subcarriers available for secondary users is a function of both the number of primary users and the number of subcarriers they demand at any instant of time.
The goal of the adversary is to spoof some fraction of the subcarriers that are available for secondary users so as Sensing Transmission t Fig. 1 . Frame structure for cognitive radio with periodic spectrum sensing to inhibit those users from transmitting in the spoofed bands, and also to jam those bands that the secondary users transmit over. Note that we are not going to discuss the problem of jamming primary users, because that problem has been studied for many years. That is, at any instant of time, whatever number of subcarriers are used by primary users, the adversary can choose to expend some fraction of his total power to jam the primary bands. That leaves some remaining fraction of his total power for attacking secondary users. For any given value of this remaining adversary power, this paper deals with the worst-case performance of the secondary users, which is measured by total throughput of all secondary users.
In order to emphasize the tradeoff between spoofing and jamming, we have made various idealizations to the system. We consider a cluster-based network, where communications are controlled by the cluster head. The cluster head performs the sensing function for the secondary users. Our analysis corresponds to the uplink from the mobile users to the cluster head, and we assume an intelligent adversary who has knowledge of the system timing (i.e., the timing of each sensing duration and the timing of each data transmission duration). We also assume that the adversary does not know, at the start of the sensing interval, how many subcarriers are required by the secondary users. However, we assume that the adversary does know this number during the data transmission interval, and indeed, knows which subcarriers are being used by secondary users. This could be accomplished, for example, by having the adversary continue sensing for some time in the data transmission interval. These assumptions clearly result in a worst-case scenario for system performance, and are not meant for system design. The link from any given mobile unit to the cluster head is subject to partial-band jamming of the secondary users' subcarriers, in addition to additive white Gaussian noise, and coherent detection is performed at the receiver. Based on this system set-up, exact expressions for the false detection probability and the packet error rate are presented. To reduce the complexity of the optimization, we propose a two-step strategy for the intelligent adversary: first optimally spoof in the sensing duration, and then optimally jam in the transmission duration. Numerical results indicate that there is a tradeoff between spoofing and jamming: a portion of the adversary's energy should be allocated to spoofing, and the remaining energy should be allocated to jamming.
The remainder of this paper is organized as follows: Section II outlines the system model, and a general optimization formulation for the joint spoofing and jamming of a cognitive radio network is presented. Section III describes the cognitive radio network that is considered in the paper, and proposes the two-step attacking strategy. Section IV presents the numerical results, and Section V presents our conclusions. II. SYSTEM MODEL The cognitive radio system considered in this paper employs periodic spectrum sensing. The frame structure [12] is illustrated in Fig. 1 , which consists of a sensing slot and a data transmission slot in each frame. Let T 0 be the duration of the sensing slot, and T 1 be the duration of the transmission slot. The ratio of transmission-to-sensing duration, α, is defined as α = T 1 /T 0 .
A. Spoofing in the Sensing Slot
As illustrated in Fig. 2 , spectral bands not currently used by primary users are termed allowable bands. Those allowable bands in which the adversary chooses to emit spoofing signals are termed spoofed bands. The allowable bands that are not spoofed are called vacant bands.
The adversary will either sense or spoof during each of the CR system's sensing intervals. We assume that the duration of a typical primary user's message will span many sensing/data frames, so that the adversary's strategy is to sense every, say, nth frame, where n is a parameter to be chosen. For example, if the adversary senses during frame i, he will not sense again until frame i + n. During the n − 1 frames between frames i and i + n, the adversary will spoof some fraction of those bands which he determined to be not busy when he sensed during frame i. In this paper, we are concerned with the system performance, given that the adversary has made a choice on which bands to spoof. The choice of the specific value of n to use is beyond the scope of the paper.
The probability that a vacant band is sensed to be busy by a secondary user due to the presence of thermal noise is called the false alarm probability. The probability that an allowable band is sensed to be busy due to both noise and spoofing is termed the false detection probability [5] . The average number of false detections, N J , is shown in [5] to equal the sum of the false detection probabilities of all allowable bands. Assume that during a given sensing interval, there are N allowable bands. False detections reduce the average number of available bands (i.e., N − N J ) for a secondary user. Note that the false detection probability includes false detections due to both spoofing and thermal noise, which reduces to the false alarm probability when the spoofing signal is absent. If all allowable bands are spoofed, and the spoofing power in each band is large enough, the false detection probabilities will approach unity, i.e., N J approaches N.
B. Jamming in the Data Transmission Slot
After spectrum sensing, some allowable bands are falsely determined to be busy, while the others are identified as vacant. Secondary users can then access these vacant bands for information transmission. In this slot, the intelligent adversary can use jamming techniques to attack secondary users.
The throughput of the secondary users is considered here. Let Γ ( j) k denote the throughput of the jth secondary user in the kth band, given by [13] 
where z is the total number of modulated symbols in one packet, log 2 M is the number of bits in one symbol, and PER
is the probability of packet error of the jth user in the kth band.
C. Joint Spoofing and Jamming by the Intelligent Adversary
To induce the worst effect on the secondary, a joint strategy for spoofing and jamming a cognitive radio system by an intelligent adversary is presented in the following. Let Ω k denote the number of secondary users in the kth band. The sum throughput in the kth band, Γ k , is expressed as
where
k is defined in (1) . The maximum number of secondary users that can coexist with each other in the same frequency band is denoted Ω (0) . At the start of any data transmission slot, the total number of spectral vacancies for secondary users is N a Ω (0) , where N a is an integer random variable in the range [0, N], representing the number of bands sensed to be vacant by the cluster head. Also, the number of spectral vacancies required by secondary users is denoted by N R . It is a system parameter for evaluating the performance of the CR network, and can be any positive integer.
Let N a = i be the number of bands sensed to be vacant by the cluster head at some particular instant of time. The number of spectral vacancies accessed by secondary users, n S , is jointly determined by both N a = i and N R . That is,
The conditional average sum throughput of the secondary users, Γ sum i , conditioned on N a = i, and parameterized by N R , is given by
Then the average sum throughput of the secondary users, Γ sum , parameterized by N R , is given by
where p N,i is the probability that i out of N bands are sensed to be vacant by the cluster head. The expression for the average sum throughput, Γ sum , is a function of two parameters: one is p N,i , which is the result of spoofing in the sensing slot; the other one is PER ( j) k , which is the result of jamming in the transmission slot. Therefore, the strategy for joint spoofing and jamming by an intelligent adversary with an energy constraint is given by
where E is the energy budget of the intelligent adversary, and P D,k and P J,k are the spoofing power and the jamming power transmitted in the kth allowable band, respectively. Note that when N R spectral vacancies are required by secondary users, and n a subcarriers are available, the N R data packets are assumed to occupy the n a subcarriers as evenly as possible. So for example, if 10 spectral vacancies are required and 3 subcarriers are available, the subcarriers are filled with 4, 3, and 3 data packets. Since the jammer is, in general, a partial-band jammer, and may hit fewer than the total number of subcarriers occupied, it would make a difference in the throughput if the more heavily occupied subcarriers were hit (e.g., 4 instead of 3). In Section IV, we present numerical results for the worst-case allocation of jammed subcarriers.
III. JOINT SPOOFING AND JAMMING A COGNITIVE RADIO NETWORK
In this section, to address the joint spoofing and jamming design, a cluster-based cognitive radio system is assumed. As analyzed in Section II, once p N,i and PER ( j) k are established, the exact expression for the average sum throughput in (6) can be obtained. In the following, we derive p N,i in terms of the false detection probability in the sensing slot, and PER ( j) k in the data transmission slot.
A. p N,i under Spoofing in Sensing Slot
In the sensing slot, spectrum sensing is carried out to find unused bands. A number of sensing methods have been proposed [14] [15] . For example, a matched filter is optimal, but it requires prior knowledge of the primary system. Energy detection is suboptimal, but it is simple to implement. Furthermore, if the secondary only knows the local noise power, then energy detection is optimal [16] . In this paper, we assume the primary signaling is unknown at the secondary users' receivers, and hence energy detection is adopted for spectrum sensing by the secondary system. The false detection probability in the kth allowable band, p k , can be approximately expressed as a function of spoofing power in that band, given by [17] 
where σ 2 n is the thermal noise power, andP D,k is the received spoofing power in the kth band. The parameters a and b are given by a = K/2 √ T 0 W , and b = − √ T 0 W , where K is the threshold used by the secondary for sensing, W is the bandwidth of one allowable band, and T 0 W corresponds to the integration-time-bandwidth product at the energy detection receiver. As discussed in the Introduction, we assume that the cluster head performs the spectrum sensing. Therefore, the probability that i out of N bands are sensed to be vacant by the cognitive radio network, p N,i , is given by
. . .
B. Probability of Packet Error under Jamming in Transmission Slot
The cognitive radios in the tactical communications network utilize multicarrier DS-CDMA for transmission, which allows multiple secondary users to simultaneously occupy the same frequency band, i.e., Ω (0) > 1. The transmitter for the jth user is shown in Fig. 3 , where d n modulates an impulse train, where the energy per chip is E c . After passing through a chip wave-shaping filter, the signal out of the filter modulates the carrier and is transmitted. Therefore, the transmitted signal, S j (t), is given by
where E c is the energy per chip, m = n/N c , h(t) is the impulse response of the chip wave-shaping filter, and θ j is a random carrier phase uniformly distributed over [0, 2π].
The transmitted signal is corrupted by AWGN and the jamming signal of the intelligent adversary. A Gaussian noise jammer is considered in this paper, and is assumed to be independent of the background additive Gaussian noise. The spectrum of the jamming signal in each band is rectangular, and has a bandwidth equal to the width of that band. The block diagram for the receiver of a secondary user is presented in Fig. 4 , where we assume the chip wave-shaping filter satisfies the Nyquist criterion to guarantee that the DS waveforms do not overlap in adjacent bands. Furthermore, 4 . Receiver of the jth secondary user in the data transmission slot radio system. Therefore, the received signal is given by
where n w (t) is AWGN with a double-sided power spectral density of η 0 /2, and n J (t) is the received jamming signal with a double-sided power spectral density of η J /2 in each jammed band. Note that P J,k in Eq. (6) is related to η J by ξ 2 P J,k = η J ΔW , where ΔW and ξ denote the bandwidth of an allowable band, and the path loss factor between the adversary and the secondary user's receiver, respectively. Using the techniques in [11] and [18] , the symbol error rate for the jth user with BPSK modulation in the kth band is approximately given by
Furthermore, the transmission scheme for the cognitive radio network in this paper is such that a single symbol error causes the loss of the whole packet. Thus, the packet error for the jth user in the kth band is given by
Substituting (15) into (1), the expression for the throughput of the jth user in the kth band is obtained. Therefore, the average sum throughput for the cognitive radio system can be found by combining (1), (2), (5), (14) and (15) .
C. Joint Spoofing and Jamming: A Two-Step Strategy
To reduce the computational complexity of the joint optimization, we subdivide the problem as follows.
Assign a portion ρ (0 ≤ ρ ≤ 1) of the adversary's energy to spoofing:
1) Optimally spoof in the sensing slot: for the allocated amount of energy, an optimal partial-band noise spoofing strategy, from [4] [5] , is carried out.
2) Optimally jam in the data transmission slot: the remaining energy is used for jamming, which corresponds to a fraction 1 − ρ of the total energy. A partial-band noise jammer is adopted, and the optimal number of bands to jam, denoted N * J , is computed through minimizing the sum throughput of the secondary users in any particular time slot. By minimizing the average sum throughput in (6) over all possible values of ρ, the attacking strategy for the intelligent adversary is then established.
IV. NUMERICAL RESULTS
In this section, numerical results are provided for the above cognitive radio network where the transmission-to-sensing duration ratio, α, is set to 10 [12] , and the number of symbols in one packet, z equals 256. The thermal noise power in one allowable band at the energy detection receiver, σ 2 n (as in (7)), is normalized to unity. It is assumed that we have perfect power control at the cluster head, i.e., the average received energy of each secondary user is identical, and E b /η 0 is set to 10dB. The maximum number of users that can coexist with each other in the same band, Ω (0) , is set to 10, such that even when Ω (0) users are operating in the same band, the symbol error rate is between 10 −4 and 10 −3 . Here we define J/S to be the jamming-to-signal power ratio, where J is the jamming power when all the adversary's energy is put into jamming, i.e., J = E/αT 0 , and S is the signal power at a secondary user.
A. Joint Spoofing and Jamming
In Fig. 5 , the average sum throughput, Γ sum , is plotted versus the percentage of energy for spoofing, for the case when there are 20 allowable bands (a total of NΩ (0) = 200 spectral vacancies), and only a small fraction of them are required by the cognitive radio system, e.g., N R = 1. It is seen that the minimum of Γ sum is achieved when all the energy is allocated to jamming. That is, the optimal strategy for the intelligent adversary in this case is to jam only.
When the number of spectral vacancies required by secondary users, N R , increases from 1 to 10, the average sum throughput versus the percentage of energy for spoofing is shown in Fig. 6 . It is now seen that, when the adversary puts roughly 70 percent of its energy in spoofing, the average sum throughput of secondary users is minimized. That is, the remaining 30 percent of energy should be allocated to jamming. Therefore, for the intelligent adversary, the attack in this case is a combination of partial-band noise spoofing and partial-band noise jamming.
When we further increase N R to be a large fraction of the total spectral vacancies, e.g., N R = 100, the average sum throughput of secondary users is plotted in Fig. 7 . It is seen that Γ sum monotonically decreases when the spoofing energy increases. Therefore, the minimum of Γ sum occurs when all the energy is allocated to spoofing, i.e., zero energy is put in jamming.
Note that the average sum throughput in Fig. 6 decreases and then increases and then decreases again. In the following, we explain this behavior by taking a simple example, whereby only one allowable band and one secondary user are involved. In this case, the average throughput reduces to the following form:Γ
where p k is the false detection probability due to spoofing in the kth band, as given in (7). PER is the packet error rate, and is given in (14) and (15), where the number of users in the kth band Ω k = 1. Ignoring the constant z log 2 M, we consider the average throughput as Γ = (1 − p k ) (1 − PER). It is seen that Γ is the product of two terms: (1 − p k ) due to spoofing, and (1 − PER) due to jamming. In the following, we show how (1 − p k ) (referred to as the probability of access), (1 − PER) (referred to as the packet success rate (PSR)), and Γ vary with the percentage of energy for spoofing, with a given energy budget of the adversary.
The probability of access and the packet success rate versus the percentage of energy for spoofing are shown in Fig. 8(a) , where the energy budget of the adversary corresponds to J/S = 19.8dB. It can be seen that as the spoofing energy increases, the probability of access first decreases sharply until roughly Point A, and then slows down as the spoofing energy further increases. Meanwhile, the PSR first increases sharply as the spoofing energy increases (i.e., jamming energy decreases) up to roughly Point B, and then starts to saturate. Note that when the percentage of energy for spoofing is to the left of Point A, the probability of access decreases more sharply than the increase in the packet success rate. So the trend of the average throughput in this region is dominated by the probability of access. This is consistent with the curve in Fig. 8(b) , where Γ decreases as the spoofing energy increases until Point A, and its minimum is achieved. In the region from Point A to Point B, the probability of access starts to saturate while the PSR still increases sharply. So it is seen in Fig. 8(b) that Γ starts to increase up to Point B. At this point, the PSR flattens out such that its slight increase cannot compensate for the decrease in the probability of access as the spoofing energy further increases. As a consequence, the average throughput decreases again.
Note that there are also cases where the average throughput monotonically decreases as the percentage of energy for spoofing increases, for example, when the energy budget is set corresponding to J/S = 12.8dB. This is because, under this scenario, the decrease in the probability of access is always more significant than the increase in the packet success rate as the spoofing energy increases. In other words, spoofing is always more effective than jamming in this case (see, for example, Fig. 7) .
In order to understand the results in Fig. 5 to Fig. 7 more clearly, in the following, we present numerical results for two cases: 1) Spoofing only: the adversary only optimally spoofs in the sensing duration; 2) Jamming only: the adversary only optimally jams in the transmission slot. In Fig. 9 , Γ sum versus the J/S ratio (in dB) for both spoofing only and jamming only are plotted, where the parameters are the same as in Fig. 5 . Note that in scenarios of spoofing only, the adversary power J represents the spoofing power, not the jamming power. It is seen that, for the same J/S ratio, the average sum throughput of secondary users under jamming is smaller than that under spoofing. In this case, jamming is more effective than spoofing. This explains why the jamming only strategy is the best attack for the adversary in the scenario depicted in Fig. 5 .
For the same parameters as those in Fig. 6 , the average sum throughput versus J/S for spoofing only and jamming only is given in Fig. 10 . The spoofing and jamming capabilities are comparable with each other. This is consistent with the result for joint spoofing and jamming in Fig. 6 , where there is a tradeoff between spoofing and jamming, such that the average sum throughput is minimized. In Fig. 11 , the average sum throughput under spoofing only and jamming only is plotted for the same parameters as those in Fig. 7 . For the same Γ sum , the jamming-only strategy requires a higher J/S, i.e., a larger amount of energy. Therefore, spoofing is more effective than jamming. This is in accordance with the result illustrated in Fig. 7 , which indicates that the optimal attack of the adversary in this scenario is to spoof only.
The results in Figures 5 to 11 are intuitively reasonable. When there is only one spectral vacancy required by secondary users, then the adversary is better off not spoofing at all. After the secondary user has selected its one spectral vacancy, the adversary can jam it. Pouring energy into spoofing a large number of bands would have been wasteful, because the overwhelming majority of those allowable bands were not, in any case, going to be accessed by any secondaries, in this lightly loaded scenario. At the opposite extreme, there is the case where a large number of secondary users is going to heavily load the system, so that in the absence of the adversary, every allowable band would be used with multiple users coexisting. In this case, spoofing bands is more efficient than jamming because any band that is successfully spoofed would almost surely have had secondaries using it in the absence of spoofing, and those users will now have to coexist on a smaller number of bands. In between these extremes of jamming-only and spoofing-only strategies lies a region where both techniques should be deployed in tandem by the adversary. As stated before, we assume that the adversary knows which spectral vacancies are used by the secondaries. So this paragraph should not be taken as a design procedure for the adversary, but rather is an explanation of the performance as seen in Figures 5 to 11 .
In order to get a more in-depth understanding of the spoofing capability and jamming capability, in the following we analyze, individually, how they vary with different system parameters. It is shown in [4] and [5] that the spoofing capability increases when TW increases. In the following, we analyze how the spoofing and jamming capabilities vary with the total number of allowable bands, N, and with the number of spectral vacancies required by secondary users, N R .
To construct a fair comparison, we define a metric to evaluate the effectiveness of the attack as the percentage of throughput degradation, given by
where Γ sum is the average sum throughput under the attack by the intelligent adversary, and Γ (0) is the average sum throughput of secondary users when the adversary is absent. From (17) we can see that a larger value of ζ indicates a more effective attack by the intelligent adversary. The percentage of throughput degradation versus the J/S ratio for spoofing only is plotted in Fig. 12(a) , for different values of N. For the same amount of the adversary's energy, the percentage of throughput degradation when N = 20 is larger than that for N = 50. This indicates that an increase in the total number of allowable bands will decrease the spoofing capability. Similar observations can be obtained from Fig.  12(b) , for the jamming-only attack, namely, that an increase in N will also lower the capability of jamming.
For a given number of allowable bands, e.g., N = 50, the percentage of throughput degradation versus J/S is plotted in Fig. 13 , parameterized by different values of N R . In Fig. 13(a) , when N R increases, the percentage of throughput degradation increases. That is, increases in N R boost the capability of spoofing. On the flip side, as seen in Fig. 13(b) , the percentage of throughput degradation decreases as N R increases, and hence the jamming capability is decreased. Therefore, we can reach the following conclusions: 1) Spoofing capability increases when: a) N decreases; b) N R increases; c) TW increases.
2) Jamming capability increases when: a) N decreases; b) N R decreases. Note that the increase in N R will increase spoofing capability while decreasing the jamming capability. This is consistent with the results from Fig. 5 to Fig. 7 , where the optimal attack shifts from jamming only to spoofing only when N R increases. Now we increase TW in Fig. 6 from 25 to 50 and keep the other parameters unchanged. The average sum throughput of the secondary users versus the percentage of energy for spoofing is plotted in Fig. 14 . It is seen that the optimal attack is to spoof only instead of a combination of spoofing and jamming illustrated in Fig. 6 . This is because the increase in TW boosts the capability of spoofing. As discussed in [4] and [5] , an increase in TW leads to an increase in the number of received signal samples for accumulation, and thus the energy detector can more accurately determine whether the received signal power is above or below the threshold.
V. CONCLUSION
In this paper, we analyzed two attacks on a cognitive radio network: spoofing and jamming. For an intelligent adversary with an energy constraint, a joint optimization problem considering both spoofing and jamming is formulated by minimizing the average sum throughput of the secondary users. Numerical results show that the optimal attack for an intelligent adversary is a combination of spoofing and jamming. Furthermore, we have numerically analyzed how the spoofing and jamming capabilities vary with different system parameters. Specifically, in our cognitive radio system, as either the number of spectral vacancies required by secondary users increases, or the value of TW at the energy detector of the secondary increases, the optimal attack for the intelligent adversary transitions from jamming to spoofing.
